
Using	Test	Ranges	for	
Cyber	Security	Research

By	Abigail	Koay
Supervised	by:	Aaron	Chen	&	Ian	Welch

Victoria	University	of	Wellington
eResearch 2016



Overview

• Cyber	Security
• What	we	do?
• What	we	encounter?
• What	we	can	improve



Live	Cyber	Attacks	Digital	Map

Cyber	Attacks,	in	real	time
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DDoS	on	the	Rise	- Worldwide



DDoS	Attack	on	the	Rise



DDoS	Attack,	Real	Time

Live	DDoS	Attack	Map
Live	DDoS	Attacks	Digital	Map

DDoS	Attacks,	in	real	time
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What’s	my	research	about?

Machine	
Learning

Information	
Entropy
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System

Developing	a	better	DDoS	detection	system	for	large	scale	network



How	do	I	evaluate	my	system?

• Existing	datasets	
• MIT	Lincoln	Lab	DARPA	Intrusion	Detection	Data	Sets	(1998-2000)
• University	of	New	Brunswick	ISCX	Intrusion	Detection	Evaluation	DataSet
(2012)

• Simulation	/	Emulations
• Simulation	software
• Test	ranges	



What	are	Cyber	Security	Test	Ranges?

A	secure	network	environment	
for	experimenters	to	launch	
attacks	safely.



Publically	Available	Test	Ranges



• >600	researchers	worldwide
• ~	200	scientific	papers
• >3800	students	received	training
• >	540	high-capacity	multicore	server	nodes	
(Berkeley,	Los	Angeles,	Arlington)

Cyber-Defense Technology 
Experimental Research 
Laboratory



New	Project	Application	Form





Begin	an	Experiment

Example	of	.ns	file



Topology	created	with	Deterlab

Objective	:								Generate	network	traffic	environment
with	DDoS	attack

Topology	 :									Small	network	environment	with	3
LAN.

Tools:																	HTTP	Slowloris
Botnet	generator	(BoNeSi)
D-ITG

Packet	capture	:	Wireshark

Example	of	Experiment

victims



What	is	good

• Scalable	topologies
• Configurable	bandwidth	and	delays	for	

each	network	links
• Configurable	routings
• Dedicated	physical	host	for	each	node
• OS	image	selection
• Able	to	install	tools
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Challenges

• Resources	limitation	
• Location	/	Time	Difference	
• Testbed	architecture	unfamiliarity
• Federated	maintenance
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Would	if	be	better	if	
we	can	have	a	similar	

facility	in	NZ?



Current	cyber	security	labs	in	NZ

Cyber	Security	Research	
Centre	(Unitec)	

Cyber	Security	Researchers	of	
Waikato	(CROW)	Laboratory

Research	
Facility
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Questions?



Thank	you.
--End--




